Configuration

LiveAction

Export Flows from an ASR 9k

Summary

LiveNX is unable to configure sflow export for Cisco’s ASR 9k platform. Fortunately, you can
follow this guide and manually configure sflow export to LiveNX and still get the rich visibility
that you would expect. This guide will explain the steps necessary to bring your ASR 9k into
LiveNX and configure sflow export.

If you have any questions about this guide, or need any assistance in general please contact
LiveAction support: support@!liveaction.com.

Bring in your ASR 9k by using Discover Devices

Step 1
With your LiveNX client open, go to File > Discovery Devices.

Al LiveAction - localhost
File | View Users QoS Flow Routing IPSLA LAN Tools Reports Window Dev Help

Add Device Qo§ Flow | Routing | IP SLA | LAN
| Discover Devices |@' L v| & & | Table| +¥ Refresh |!AII Flow Types V||Current Time V|[
Import Devices rch Example: (site = Honolulu | site = Chicago) & wan & flow.app = webex-meeting

Export Devices
Manage Devices
Refresh Devices

Remove Network Objects

Exit

Step 2
Enter your ASR 9k's IP address, enter your SNMP settings, specify the node and click OK.
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Device Discovery

Step 1: Specify what to scan
(@ Specify TP ranges (ex: 192.168.1.1-200) or one IP per line:

(") Specify seed device to scan
IP Address |

Step 2: Specify SNMP settings
() Use the Default SNMP connection settings Edit
(@) Enter SNMP connection settings for this device
SNMF Version

| Version 2c

|Hops

~ | Target Port

Community String |

Step 3: Specify node

Local

5 o

Step 3

Select Add Devices.

Al Device Discovery on Local X
Filter ... | ‘ ‘ Filter | ‘ Clear |
Select Device Name IP Address Hops ‘Vendor Model
| Asr 9k 10.10.20.5 o | cisca cisco ASR 9k
Selected: 1 Discovered: 1 Device Limit: 10,000,000 (0 active devices)
[ Add Devices | | Advanced Add... | Pause Stap

Step 4

On the Configure Device window, please select No.

@ 1 configurable device added to the application.
Do you want to configure QoS, Flow, Routing, IP SLA, or LAN for the added devices?

e [
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Step 5

Now, you should be able to see you ASR 9k in LiveNX with a wrench across it. This means that
LiveNX cannot configure your device, however, we will still poll SNMP and receive flow (when
configured).

Al LiveAction - localhost
File View Users QoS Flow Routing IPSLA LAN Tools Reports Window Dev Help

Dashboard | Manage [E¥ Expand QoS Flow | Routing | IP SLA | LAN
b @ i O] - @ & |Table| ¥ Refresh | All Flow Types

Search Example: (site = Honolulu | site = (

=
=]
=]
=1}
L=
=
]
T

Name

63 ASR 9k

Configure sFlow to be exported from the Cisco ASR 9k

Create a LiveNX Flow Exporter

conf t

flow exporter-map LIVENX-FLOWEXPORTER
version v9

options interface-table

options sampler-table

template data timeout 10

template options timeout 10

transport udp 2055

source MgmtEth0/RSP0/CPUQ0/0
destination 10.20.1.119
commit

exit

Create your LiveNX Flow Monitor

flow monitor-map FLOWMONITOR-IPv4
record ipvi4

exporter LIVENX-FLOWEXPORTER
commit

exit

Create your LiveNX Flow Sampler

sampler-map FLOWSAMPLER
random 1 out-of 10 (You can increase this rate to improve performance)
commit exit

Apply your LiveNX Monitor and Sampler to an interface of
interest

conf t

interface gigabitEthernet 0/0/0/0

flow ipv4 monitor FLOWMONITOR-IPv4 sampler FLOWSAMPLER ingress
flow ipv4 monitor FLOWMONITOR-IPv4 sampler FLOWSAMPLER egress
commit

exit
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What is sFlow

sFlow, short for “sampled flow,” is an industry standard for packet export at Layer 2 of the
OSI model. It provides a means for exporting truncated packets, together with interface
counters. Maintenance of the protocol is performed by the sFlow.org

Packet sampling basics

Packet-based sampling schemes are widely used to characterize network traffic. Packet
sampling uses randomness in the sampling process to prevents synchronization with any
periodic patterns in the traffic. On average, 1in every N packets is captured and analyzed.

While this type of packet sampling does not provide a 100% accurate result, it does provide a
result with quantifiable accuracy.

Benefits of sFlow

* Flow Sampling on a network device is beneficial to save CPU processing due to thehigh
volume that the device ishandling.

Limitations of sFlow

* sFlow does not provide the packet level details required for complete analysis of the
network as they don't have the access to every packet in the conversation to perform
application expert analysis (like application response time analysisetc).

* The accuracy of sFlow analysis depends a lot on the sample rate selected. The higherthe
sample rate, more accurate the analysis. The type of sampling (uni-directional or bi-
directional sampling) also plays an important factor in the accuracy of sFlow results. The
supported sample rates are dependant on (or limited to) the network infrastructure
vendors.

References:

http://www.sflow.org

LiveNX Flow Sampling

LiveNX Flow Sampling is an automatic mechanism to apply the sample rate to data that is
aggregated in LiveNX to achieve the estimated bandwidth on the device.

LiveNX Reporting

The Flow Reports, Flow Path Analysis, Dashboard, and Flow Interface views will utilize the
flow sampler multiplier provided by the sampler-options and the flow records. It multiplies
the received flow bytes and packets by the multiplier to give a more accurate bandwidth. This
is all done dynamically based on the configuration and flow records and options. Only the
Flow Device view shows the raw Flow records received by LiveNX. We do not use the sampler
multiplier in this view.
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Device views

Export Flows from an ASR 9k

B LiveNx - 10.20.1.98 - o X
File View Users QoS Flow Routing IPSLA LAN Tools Reports Help
Dashboard | Manage [B¥ Expand QoS Flow | Routing | TP SLA [ LAN |
T
g ® @[ Enabl poing]| (7 pouse iy [ [pascFow | 3 [N Dl Fiterng 9 [Dply Fiter Colors | EndPonts| P Address | (D Playback Coector Pling : 1minute
Py P “abd  Search Exampl: (site = Honoluk | e = Cricago) & wan & low.app = webex-meeting x -
Protocol  ~* SrcTP Ader Srcport Dt P Add DstPort Appicaton BitRate mytes PadetRate  SrcCountry sreste Dst Country
-l tondon op 10.20.41.10 23,030 10.20.25.10 55,542 s 3.10Mbps M8 2042.48pps - Unknown F ~
® s 10.20.02 Lol e 0240 25,00 wwBL 55 o= 3.10Mbps 4MB 209255pps- Urknown E
Q 0250 Loal e 024D 23,00 wwBL 55 o= 306 Mops 4MB 201967pps- Urknown E
@ i 0251 Loal e w0 2300 020250 55502 o= 305 Mops 4MB 201946 pps- Urknown E
] o Angeles e s 200 0B ssse e S10Mbps Ve 2eLsepms- Unkoonn E
[ New vork uop w0 2300 wwBD 5 o= 308 Mops 4MB 204194pps- Urknown E
=@ nramt P ) we 0240 25,00 wwBsL 55 o= 276 Mops SMB 18156200 Urknown E
O iEEhE B e w0 2300 wwBL 55 o= 276 Mops 3MB 181562005 - Urknown E
i it e w0 2300 wwBL 55 or 2sstens 3B 1947.87pps- o E
S i mae e w0 2300 wwBD 5 o 295 Mops 3B 1947.87pps- omn E
0 e e 02250 555 ww40 2300 o= 216 Mops 3MB 1458.13pps- Lo fngees -
e P = e 02250 5552 w240 2300 o= 215 Mops 3MB 145785 pps- Los_fngees -
A Ft o e 02250 5552 w240 2300 o= 2.12Mops 3MB 1437.85pps- Los_fngees -
& [ peoato e 02250 5552 w240 2300 o= 2.12Meps SMB 1437.95pps- Los_fngees - o
® Pazss 0212 Local = = —— = = = =
@ Pasaat 0211 Local & 2
& Ggabittthemet0fos  10.20.20.1
© Ggsbitthemeto/o/L  10.20.10.1
© Ggbithemetofo2  10.20.30.1
© GgabitEtherneto/ 0.0.2.2
& Goabittheneto//1___ 10.20.1.1
PA 020315 locl ||
 Bunde Ether1 01421
© Goabithemetoo  10.20.41.3
© GgabitEthemet00/0/1  10.20.415
© MnERORSPO/CPUOD  10.20.40.1
MgmtEthORSPOICPUDID
£ PA-AS|
10.20.4:
Color Mapping By Display Fiter Colors:
enairing)
FI Path Analysi i
B Lot - 1020098 - o %
File View Usts oS Flow Fouting MSLA LAN Took Reports Help
Daghboard | Manage: [ Expand o A e FEACNE
A, &, |5 e | o Doy s Cors. | et oo P addess. | (5) Playback Colecir Poling : 1 minute '
fryr— Rode Labd Sewh belll
[ rotaca ot Country
@ wamas 00032 wal
™ - B
| | a@rs DABA Lol E
| b Ellos anoses 3
= [l v v b
5 @ rrazm nuB2 Local -
 Godifthenenne 2032 E
) GEEenEND  WBALW =
) GobnttemenE  W.2.351 L
F@p3 WWIW e
v @ R —— e} .
.:Mw WL 0rll Down on Specific Flow 2
Fa3zsa nxL2 Local = =
Ganarate Was Report
S @ Paassi nX11 Locdl = P 1 x
8 GbvEhenemon  mAXL Export Flow Dats
| § Goaitfthometd/iL 10.20,10:1 Define Custom Application Based cn Flow...
9 GguNEeeNCR AN
| @ Gosbrfthemetn/10 0.202022 - Show Flow Path Analysis
@ GoiEenelL 0211 Trecune Medatace
oci || EC Create Display Fiter »
Sunde Ether | w1 -
@ GNENemETO00  N.2.419 el u
@ GosbiEtheme0OVL  30.20.415 "=
B MEIORFOPINE 2,301
SPOCPUDD
PA-ASRS)

[ MonvEthO R
20415 1 1020401 __‘l;e‘

10.20 44
S

akor Mapgang By Depiay Pl Cokors

Page 5 of 7



LiveAction.com

Search Example: (site = Honolulu | site = Chicaga) & wan & flow.app = webex-meeting

Export Flows from an ASR 9k

x- [l

Protacal ~1 SrcIP Addr SrcPart Dst IP Addr DstPort Appiication Bit Rate InBytes Packet Rate Sre Country SrcSite Dst Country
10.20.41.10 23,030 10.20.25.10 55,542 rip** 10128 Kbps 126 KB 67.44pps - Unknown -
T
10.20.25.10 55,542 10.20.41.10 23,030 rp* 72.02Kbps S0KB -
10.20.25.10 55,542 10.20.41.10 23,030 rip== 72.12Kbps S0kB -
10.20.25.10 55,542 10.20.41.10 23,030 rp== 72.04Kbps S0K8 -
10.20.25.10 55,542 10.20.41.10 23,050 rp*= 71.74Kbps S0KB -
10.20.25.10 55,542 10.20.41.10 23,030 rp* 71.39Kbps 89K -
10.20.25.10 55,542 10.20.41.10 23,030 rp* 71.29Kbps 29K -
10.20.25.10 55,542 10.20.41.10 23,030 rp== 70.65Kbps 83KB -
10.20.25.10 55,542 10.20.41.10 23,030 rp*= 70.56 Kbps. 88KB -
10.20.25.10 55,542 10.20.41.10 23,050 rp* 70.44Kbps 83KB -

55,542 10.20.41.10 23,030 rp* 7027 Kbps 88KB -
55,542 10.20.41.10 23,030 rp* 87KB -
58,466 10.20.41.5 161 somp*™ 1828 -

B Fiow Path Analysis - O X

Flow: UDP 10.20,25. 10:55542 -> 10.20.41,10:23030 3/27/17 7:44:00 PM - 7:49:00 PM

IN-3325 PA-ASRIK

Devicatiame  [ENESSES|

Application rp== rip=*

CPU Usage + 15-22% 3%

InTF GigabilEthemet0/2 GigabitEthernet0/0/0/1

outIF GigabitEthemet0/1 GigabitEthernetd/0,0/0

In Qos Policy + DSCPMARK. -

Out QoS Palicy + - -

[Cznas ] o g e
it Rate 637Kbps - 711Kbps 633 Kbps - 723 Kbps
| QoS AertEnabled W Thveshold Crossing Alert (ICA) _ Interface QoS Poicy Drops

Calor Mapping By Display Filter Colors

Reports view

B Flow Reports

Q- Type here to fiter reports.

T

~Interface Bandwidth
Top Analysis
IPs and Ports

~1Ps and Application
All Unique Flows
Address

Protocol

Protocol Fort
‘Application Group
plication
Application Flow Dura
Top Wan Applications
Site Traffic Applicatior
Site to Site Application
Site to Site Performar.
DSCP vs Application
“Business Relevance
Traffic Class

Qo3

Network

I Medianet
- Applications (AVC)
Firewall
PR
I Wireless
AnyConnect
Ziften
- Miscellansous
Custom Reports

B Appl v

Report Actions
Save

Save As

Create

Edit

Delete

Schedule

Reports ~

Application 1 d 1w 30d Custom

17, PM  Data bin: 1 minute

PA-ASRIK «. J Al Interfaces

No Display Filtering Inbound and Outbound

flows.ip.src=10.20.25. 10 & flow.ip.dst=10.20.41. 10 & flow.protocol =UDP & fiow.port src=55542 & flow. port.dst=23030 X

1 Mbps

Bit Rate

0bps
iy Mar 27.07:54 PM Mar 27, 07:54 PM Mar 27.07:55 PM Mar 27, 07:55 PM Mar 27, O7:56 PM Mar 27, 07:56 PM Mar 27, OT:57 PM Mar 27, O7:
Date
how Total Bit Rate
Number of datasets: L A
Application Total Flows Total Bytes Total Packets Average Bit Rate Average Packet Rate Peak Bit Rate Peak Packet Rate
[ [ 60 53MB 287,319 1.41Mbps 957.70 pps 1.43Mbps 961pps
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Dashboard view

1B oeshboard

Export Flows from an ASR 9k

- a X
Application | Qos | Flow|1p SLA | WAN |
Main A Top 10 CPU Usage Top 10 Memory Usage ~
Herts Device Avg i peak Device Avg ot peak
Reports Ln-3025 - 21% [ 8% [PA-3850 I 395 9%
passat — 200 . 2% paASRK — = - =%
331 - 5o i5%| pA43 - 5o 8%
Setup x| passso [ 5% W 7%| vz - 5% 3%
pa-ASRSK 1 3% 1 3% jasR_1001x ] 0% M 0%
Discover Devices [ASR _1001X. 1 2% | 2% [NY-4331 1 4% 0 4%)
Vanage Devices:
Defie Stes
Configure Alerts
— 5 | Top 10 mterface Bandwidth [outputew teps) Top 10 Interface Drops [OutputDrons (ps)
Site WAN Interface Utization Interface Device Description Input BW (Kbps) Output BW (Kb... v*| | Interface Device Description Input Drops (pps)  Output Drops
(GigabitEthernet0/2 N-3925 NY-Switch GO/2 7,353 10,091|  [TenGigabitEthernet1/0/2 PA-3850 PA-4331 G1/1 0
(GigabitEthernet0/0/0/1  PA-ASR3K to LN-3925 4,606 6,619  (GigabitEthernetd/0 LN-3325 PA-4331 G0/0/0 0
[Jopen atstartup igabitEthernets A-ASROK to Nva331 7599 4606|  MomERORSPO/CPU/D  PAASRSK 1
(GigabitEthernet0/1 N-3925 6,496 4,518 [TenGigabitEthernet1/0/4 PA-3850 to Pi-6 0
[TenGigabitEtheret1/0/2  PA-3850 PA-4331 G1/1 2,589 3,729|  Man2 PA-3850 0
(GigabitEthernet0/0/0 PA-4331 LN-3925 GEO/0 2,904 3,577|  [TenGigabitEthernet1/0/10 PA-3850 0
(GigabitEthernet0/1/1 PA-4331 PA-3850 Te1/0/2 3,703 2,571|  [TenGigabitEthernet1/0/12 PA-3850 Dell1-Port1 0
igabitEthernet0/0 LN-3925 PA-4331 GO/0/0 3,663 2,458|  |GigabitEthernet0/0/0 NY-4331 connected to 4331-. 0
TenGigabitEthemetLjo/4 pA-3550 o 5728 2421 [Ggebitthemetofo/i Y331 IWAN to ASRSK o
TenGigabitEthernet1/0/12 PA-3850 Dell1-Port1 27 186|  |GigabitEthemnetD/0/2 NY-4331 NY-Switch 0
Site WAN Interface Utilization
Site ~* Label Capacity Input Avg Input Peak: Output Avg Output Peak: CPU Avg CPU Peak: Memory Avg Memory Peak
Londan 100,000,000 0% 0% 0% Iy | 2to - sl Bl 3%
ondon 10,000,000 0% 0% 0% 0% Il 21% - %l 1B%l 13 %)
lLos_Angeles 1,000,000 0% 0% 0% 0% | 2% | 0% 10 %)
[ ] 15% W 5% | 4% 4%
10,000,000 0% 0% 0% 0%l 5%l 7o - v - 3%
2% M 3o W Bl 8%
1,000 I 20 % I <o ° I s o N o2 B 2% M Bull 5%l 8%
10,000,000 0% 0% 0% 0%l 5%l 7o - v - 3%
1000 1% 1% 0% 0% M 2% M BEEA By W B%
v
Fi Interface vie
B LiveNx - 1020198 - [=] X
Fie View Users QoS Flow Routng [PSLA LAN Tools Reports Help
Dsstboard | Manage [ Expand Qos” Flow | Routing | PSLA [ LAY |
& | Enbe poling| 7 pause Diplay view Flows by Port = @ Filchart | Colletor Poling : 1minute
& GigabitEthernet0/0/0/0 Input Traffic
Fows by Portn kbps Options ~
Name Current v
ot
1250 vont
1000
750
GgabitEthenet0/0/0/0 g
& GigabitEthernet0/0/0/1] 4
% MgmtEthO/RSPO/CPUO/ 500
20
120500 itto0 0 20 12za0 123a08
«
<  GigabitEthernet0/0/0/0 Output Traffic
Fows by Portn kops Options *
Name Current v
ot
a0 e
a0
am §
g
20
- o
120500 itto0 0 20 12za0 preess
< >
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